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0 Introduction

0.1 General

This document has been prepared to provide

requirements  for  establishing,  implementing,
maintaining and continually improving an information
security management system. The adoption of an
information security management system is a strategic
decision for an organization, The establishment and
implementation of an organization's information
security management system is influenced by the
organization's needs and objectives, security
requirements, the organizational processes used and
the size and structure of the organization. All of these

influencing factors are expected to change over time

The information security management system
preserves the confidentiality, integrity and availability
of information by applying a risk management process
and gives confidence to interested parties that risks are

adequately managed.

It is important that the information security
management system is part of and integrated with the
organization's processes and overall management
structure and that information security is considered in
the design of processes,information systems,and
controls. t is expected that an information security
management system implementation will be scaled in

accordance with the needs of the organization.

This document can be used by internal and
external parties to assess the organization's ability to
meet the organization's own information security

requirements.

The order in which requirements are presented in
this document does not reflect their importance or
imply the order in which they are to be implemented.
The list items are enumerated for reference purpose

only.
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ISO/IEC 27000 describes the overview
and the vocabulary of information security
management  systems, referencing  the
information security management system
family of standards (including ISO/IEC
270031 1SO/IEC 270041 and ISO/IEC
27005M), with related terms and definitions.

0.2 Compatibility with other

management system standards

This document applies the high-level
structure, identical sub-clause titles, identical
text, common terms and core definitions
defined in Annex SL of ISO/IEC Directives,
Part 1, Consolidated I1SO Supplement.and
therefore maintains compatibility with other
management system standards that have
adopted the Annex SL.

This common approach defined in the
Annex SL will be useful for those
organizations that choose to operate a single
management  system  that
requirements of two or more management
system standards.

meets  the
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1 Scope

This document specifies the requirements
for establishing,implementing, maintaining
and continually improving an information
security management system within the
context of the organization. This document
also includes requirements for the assessment
and treatment of information security risks
tailored to the needs of the organization.The
requirements set out in this document are
generic and are intended to be applicable to all
organizations, regardless of type, size or
nature. Excluding any of the requirements
specified in Clauses 4 to 10 is not acceptable
when an organization claims conformity to

this document

2 Normative references

The following documents are referred to
in the text in such a way that some or all of
their content constitutes requirements of this
document. For dated references, only the
edition cited applies. For undated references,
the latest edition of the referenced document
(including any amendments) applies.

ISO/IEC 27000,Information technology
-- Security techniques - Information security
Overview  and

management systems--

vocabulary
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3 Terms and definitions

For the purposes of this document, the
terms and definitions given in ISO/1EC 27000
apply.

ISO and IEC maintain terminology
databases for use in standardization at the
following addresses:

ISO Online browsing platform: available
at https://www.iso.org/obp

IEC Electropedia: available  at

https://www.electropedia.org/

4 Context o the organization
4.1 Understanding the organization and

its context

The organization shall determine external
and internal issues that are relevant to its
purpose and that affect its ability to achieve
the intended outcome(S) of its information

security management system.

NOTE Determining these issues refers to
establishing the external and internal context
of the organization considered in Clause 5.4.1

of 1ISO 31000:201881.
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4.2 Understanding the needs and

expectations of interested parties

The organization shall determine:

a) interested parties that are relevant to
the information security management system;

b) the relevant requirements of these
interested parties;

c¢) which of these requirements will be
addressed through the information security
management system.

NOTE The requirements of interested
parties can

include legal and regulatory

requirements and contractual obligations.

4.3 Determining the scope of the

information security management system

The organization shall determine the
boundaries and applicability of the
information security management system to

establish its scope.

When determining this scope, the
organization shall consider:
a) the external and internal issues

referred to in 4.1;
b) the requirements referred to in 4.2;
c) interfaces and dependencies between

activities performed by the organization, and

those that are performed by other
organizations.
The scope shall be available as

documented information.
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4.4 Information security management
system
The organization shall  establish,

implement, maintain and continually improve

an information  security = management
system,including the processes needed and
their interactions, in accordance with the

requirements of this document.

5 Leadership

5.1 Leadership and commitment
Top management shall demonstrate leadership
and commitment with respect to the

information security management system by:

a) ensuring the information security policy
and the information security objectives are
established and are compatible with the strategic
direction of the organization;
the the

b) ensuring integration  of

information  security management  system
requirements into the organization's processes;

¢) ensuring that the resources needed for
the information security management system are
available;

d)communicating the importance of
effective information security management and
of conforming to the information security

management system requirements;
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5.2 Policy

) ensuring that the information security
management system achieves its intended
outcome(S);

f) directing and supporting persons to
contribute to the effectiveness of the information
security management system;

g) promoting continual improvement;and

h) supporting other relevant management
roles to demonstrate their leadership as it applies
to their areas of responsibility.

NOTE Reference to "business" in this
document can be interpreted broadly to

mean those activities that are core to the

purposes of the organization's existence.

Top management shall establish an
information security policy that:
a) is appropriate to the purpose of the

organization;

b) includes information  security
objectives(see  6.2)or  provides the
framework for setting information

security objectives;

¢) includes a commitment to satisfy
applicable  requirements related to
information security;

d) includes a commitment to continual
improvement of the information security

management system.
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The information security policy shall:

e) be available as documented
information;

f) be communicated within the
organization;

g) be available to interested parties,as

appropriate.

5.3 Organizational roles,responsibilities
and authorities

Top management shall ensure that the
responsibilities and authorities for roles
relevant to information security are
assigned and communicated within the
organization.

Top management shall assign the
responsibility and authority for;

a) ensuring that the information security
management system conforms to the
requirements of this document;

b) reporting on the performance of the
information security management system
to top management.

NOTE Top management can also assign
responsibilities and  authorities  for
reporting performance of the information
security management system within the

organization.
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6.1.1 General

When planning for the information security
6.1 MX‘T RLB&%DJBI% Bﬁ%ﬁ management system, the organization shall

consider the issues referred to in 4.1 and the
6.1.1 ‘g‘g‘mﬂ requirements referred to in 4.2 and determine
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addressed to:
a) ensure the information  security
management system can achieve its intended

. _outcome(s);
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b) prevent,or reduce,undesired effects;
¢) achieve continual improvement.
The organization shall plan:

d) actions to address these risks and

HEA AR -
. __ opportunities; and
d) RO I XU AL 2> 4 it
e) how to
e)

1) integrate and implement the actions into

. . N its information security management system
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processes; and
2)evaluate the effectiveness of these

actions.

6 Planning

6.1.2 f5 B RENK VAl
LR 2 XI5 8.5 e RV A
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process that:
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a) establishes and maintains information
security risk criteria that include:
1) the risk acceptance criteria;and

2) criteria for performing information
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b)ensures that repeated information security
risk assessments produce consistent, valid and

comparable results;

¢) identifies the information security risks:

1) apply the information security risk
assessment process to identify risks associated
with the loss of confidentiality,integrity and
availability for information within the scope
of the information security management
system;and

2) identify the risk owners;

d) analyses the information security risks:

1) assess the potential consequences that
would result if the risks identified in 6.1.2 ¢)1)
were to materialize;

2) assess the realistic likelihood of the
occurrence of the risks identified in 6.1.2 ¢) 1);
and

3) determine the levels of risk;

e) evaluates the information security risks:

1) compare the results of risk analysis with
the risk criteria established in 6.1.2 a);and

2) prioritize the analysed risks for risk
treatment.

The organization shall retain documented
information about the information security

risk assessment process.



6.1.3 ERZERNKLE

AN E OIS J2 % 4 KR Ak
i‘iﬂelﬂjfy U\:

a) BT 8 XU VI A 2 R I 2k i
b EFEE S 1 B 2 A X AL BT

b) B St Sk I AE 2w A X
5 Ak L 328 T a2 5 14 e P 42 1 i M 5

E L HGIAIIRYE 7 E B
it BSR4 it

¢) ¥ 6.1.3 b EHITEES
Bt A R AT LA, DARRSE
VA B A (142 4 i

TE 2: By A T R H AR A ]
MR 2R FNR o A SO T AT A I =%
A, DB DR BCAT 72 6 B (A 2 1 455 it o

TE 3: WHE A RTINS B A
FERFAEER T, Wiy 2L, AR AR
F R A

10

6.1.3 Information  security  risk
treatment

The organization shall define and apply
an information security risk treatment process
to:

a) select appropriate information security
risk treatment options, taking account of the
risk assessment results;
controls  that

b) determine all are

necessary to implement the information
security risk treatment option(s) chosen;

NOTE 1 Organizations can design
controls as required, or identify them from any
source.

c) compare the controls determined in
6.1.3 b) above with those in Annex A and
verify that no necessary controls have been
omitted;

NOTE 2 Annex A contains a list of
possible information security controls. Users
of this document are directed to_Annex A to
ensure that no necessary information security
controls are overlooked.

NOTE 3  The information security
controls listed in Annex A are not exhaustive
and additional information security controls

can be included if needed.
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d) produce a Statement of Applicability that
contains:

---- the necessary controls(see 6.1.3 b) and c));
---- justification for their inclusion;

---- whether the necessary controls are
implemented or not; and

---- the justification for excluding any of the
Annex A controls.

e) formulate an information security risk
treatment plan; and

f) obtain risk owners' approval of the
information security risk treatment plan and
acceptance of the residual information security
risks.

The organization shall retain documented
information about the information security
risk treatment process.

NOTE 4 The information security risk
assessment and treatment process in this
document aligns with the principles and

generic guidelines provided in 1SO 31000}

6.2 Information security objectives and
planning to achieve them

The organization shall establish
information security objectives at relevant
functions and levels. The information
security objectives shall:

a) be consistent with the information
security policy;

b) be measurable(if practicable);

c) take into account applicable information
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risk assessment and risk treatment;

d) be monitored;

e) be communicated,;

f) be updated as appropriate;

g) be available as documented
information.
The organization shall retain documented

information on the information security

objectives. When planning how to
achieve its  information  security
objectives, the organization shall

determine:
h) what will be done;
i) what resources will be required;
j) who will be responsible;
k) when it will be completed;and
) how the results will be

evaluated.

When the organization determines the
need for changes to the information
security management system, the changes

shall be carried out in a planned manner.

7 Support

7.1 Resources

The organization shall determine and
provide the resources needed for the
establishment, implementation,

maintenance and continual improvement
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system.
7.2 Competence The organization shall:
a) determine the necessary competence.of
person(s) doing work under its control that
affects its information security performance;
b) ensure that these

persons are

competent on the basis of appropriate
education, training, or experience;
c) where applicable,take actions to

acquire the necessary competence, and

evaluate the effectiveness of the actions

taken;and
d)

information as evidence of competence.

retain  appropriate  documented

NOTE Applicable actions can include,for
example:the provision of training to, the
mentoring of, or the re-assignment of current
employees;or the hiring or contracting of

competent persons.

Persons doing work under the

organization's control shall be aware of:a)
the information security policy;

b) their contribution to the effectiveness
of the information security management
the benefits of

system, including

improved information security
performance;and

c) the implications of not conforming
with the information security
management system

requirements.



7.4 YHiE

AN E 515 B2 28 A R K
(1) A SRR R VA B 75 3R, A4
a) VWIENA;
b)  VIE A
c) X
d) aifaigiE

7.4 Communication

7.5 XL B

751 A

HRE B 2 A B R N A
a)  ASCAFEORISCFALLE R
b) HIUNARELHER ZaE
BRAA ZR P € 1 B S B

T ANFRALRIE R 2 E Ik R
SCAFARAE BRI VERS R I T

1) AR LSS, W2,
77 i AR 55 R R 5

2)  RERIEARE LA EAEA

3)  AmHIBETS.

14

The organization shall determine the

need for internal and external

communications  relevant to  the
information security management system
including:

a) onwhat to communicate;

b) when to communicate;

¢) with whom to communicate;

d) how to communicate.

7.5 Documented information

7.5.1 General

The organization's information security
management system shall include:

a) documented information
required by this document; and

b) documented information
determined by the organization as being
necessary for the effectiveness of the
information security management system.
NOTE The extent of documented
information for an information security
management system can differ from one
organization to another due to:

1) the size of organization and its
type of activities,processes,products and
services;

2) the complexity of processes and

their interactions; and
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7.5.2 Creating and updating
When creating and updating documented
information the organization shall ensure
appropriate:

a) identification and
description(e.g.a title, date, author, or
reference number);

b) format(e.g.language,software

version,graphics) and
media(e.g.paper,electronic);and
c) review and approval for

suitability and adequacy.

f)  REAMLE.

7.5.3 Control of documented information
Documented information required by the
information security management system
and by this document shall be controlled
to ensure:

a) it is available and suitable for
use,where and when it is needed;and

b) it is adequately protected(e.g.from

loss of confidentiality,improper use,or

loss of integrity).

of  documented

shall

For the control

information,the organization

address the following activities, as
applicable:

c) distribution,access,retrieval and use;

d) storage and preservation,including the

preservation of legibility;
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f) retention and disposition.
Documented information of external
origin, determined by the organization to
be necessary for the planning and
operation of the information security
management system,shall be identified as
appropriate,and controlled.

NOTE Access can imply a decision
regarding the permission to view the
documented information only, or the
permission and authority to view and

change the documented information,etc.

8 Operation

8.1 Operational planning and control
The organization shall plan,implement
and control the processes needed to meet
requirements, and to implement the
actions determined in Clause 6, by:

---- establishing criteria for the processes;
---- implementing control of the
processes in accordance with the criteria.
Documented information shall  be
available to the extent necessary to have
confidence that the processes have been
carried out as planned.

The organization shall control planned
changes and review the consequences of
unintended changes, taking action to

mitigate any adverse effects, as

necessary.
shall

The organization ensure that
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information security management system
are controlled

8.2 Information security risk assessment
The  organization  shall  perform
information security risk assessments at
planned intervals or when significant
changes are proposed or occur,taking
account of the criteria established in 6.1.2
a).

The organization shall retain documented
the results of the

information of

information security risk assessments.

The organization shall implement the

information security risk treatment plan.
The organization shall retain documented
information of the results of the information

security risk treatment.



9.1 Monitoring,measurement,analysis

9 éﬁ;&‘\[;lzm and evaluation

The organization shall determine:

a)  what needs to be monitored and

9.1 .Hﬁm\ W\IH%\ ﬁﬁ*ﬂﬂzm measured,including information security

processes and controls;
I =
LRI E b) the methods for

T e s I P o .
) WEERUMMER A, € monitoring,measurement,analysis ~ and

M B LRI evaluation, as applicable, to ensure valid
b)  HEME. WU AR results. The methods selected should
ERRUE DR S RGeS produce comparable and reproducible
R FTIH T TR A P LCBCATHT F results to be considered valid,;
HIAARAS R c) when the monitoring and
c) TR RIHAT BRI measuring shall be performed;
d) R IUATIE d)  who shall monitor and measure;
€) Iy R AT A VE i e KA e)  when the results from monitoring
5 and measurement shall be analysed and
) HERLM AT RPN IR L A5 R . evaluated:
REGEPUCAHLAS R LLE D AE R AR - ) who shall analyse and evaluate
HA NP B 2 SUONE B %4 these results.
LR ACEE Documented information shall be

available as evidence of the results.

The organization shall evaluate the
information security performance and the
effectiveness of the information security

management system.

9 Performance evaluation
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9.2 Internal audit

9.21 General

The organization shall conduct interna
audits at planned intervals to provide
information on whether the information
security management system:

a) conforms to

1) the organization's own requirements
for its information security management
system;

2) the requirements of this document;

b)is  effectively  implemented and
maintained.

9.2.2 Internal audit programme

The organization shall
plan,establish,implement and maintain an
audit programme(s),including the frequency,
methods, responsibilities,planning
requirements and reporting.

When establishing the internal audit
programme(s),the organization shall consider
the importance of the processes concerned and
the results of previous audits. The
organization shall:

a) define the audit criteria and scope for
each audit;

b) select auditors and conduct audits that
ensure objectivity and the impartiality of the
audit process;

¢) ensure that the results of the audits are
reported to relevant management;

Documented information shall  be
available as evidence of the implementation of

the audit programme(s)and the audit results.
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9.3 Management review

9.3.1 General

Top  management shall  review the
organization's information security
management system at planned intervals to
ensure its continuing suitability,adequacy and

effectiveness.

9.3.2 Management review inputs

The management review shall include

consideration of:

a)  the status of actions from previous
management reviews;

b) changes in external and internal
issues that are relevant to the information
security management system;

c) changes in needs and expectations
of interested parties that are relevant to the
information security management system;

d) feedback on the information
security performance,including trends in:

1) nonconformities and corrective
actions;

2) monitoring and  measurement
results;

3) audit results;

4) Fulfillment of information security
objectives;

e)  feedback from interested parties;

f)  results of risk assessment and
status of risk treatment plan;

g)  opportunities for continual

improvement.
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9.3.3 Management review results
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The results of the management review shall

include decisions related to continual
improvement opportunities and any needs for
changes to the information security
management system.

Documented information shall be available as
evidence of the results of management

reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the
suitability,adequacy and effectiveness of the

information security management system.
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10.2 Nonconformity and corrective action

When a nonconformity occurs,the
organization shall:

a) react to the nonconformity,and as
applicable:

1) take action to control and correct it;
2) deal with the consequences;

b) evaluate the need for action to
eliminate the causes of nonconformity, in
order that it does not recur or occur
elsewhere,by:

1) reviewing the nonconformity;

2) determining the causes of the
nonconformity;and

3) determining if similar
nonconformities exist, or could potentially
occur;

c) implement any action needed,

d) review the effectiveness of any
corrective action taken; and

e) make changes to the information
security management system,if necessary.
Corrective actions shall be appropriate to the
effects of the nonconformities encountered.
Documented information shall be available as
evidence of:

f) the nature of the nonconformities and
any subsequent actions taken,

g) the results of any corrective action.
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Annex A (normative)

Information security controls reference

The information security controls listed in
Table A.1 are directly derived from and
aligned with ISO/IEC
27002:20221, Clauses 5 to 8, and shall be

those listed in

used in context with 6.1.3.

Table A.1 — Information security controls

RAL- BREREE

5 Organizational controls 43§
Control
Policies for information Inf(.)rmatlon security policy and tOpIC_—SpeCIfIC pollc!es shall be
5.1 security defined, approved by management, published, communicated to and
acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.
(2 22 4 I WS PEtl: (5 B2 R SRS RIRE E S8 EAOE S, I BRI R AT,
5.1 SRR N GURURI 28 AR OCT7 BEATVAE AN I, FEAE TR AR I 18] [ o
HUR A B RAR A AT PP
. ) Control
Information security roles and
5.2 S Information security roles and responsibilities shall be defined and
responsibilities
allocated according to the organization needs.
o . Pl NARHE L) T E LA B2 WA O AR 5T .
52 |fERZEMEMIUE
Control
5.3 |Segregation of duties Conflicting duties and conflicting areas of responsibility shall be]
segregated.
53 |HATiE Pl S B SRR 7 S ATV
Control
54 Management responsibilities Management shall require all personnel to apply information security

in accordance with the established information security policy,
topic-specific policies and procedures of the organization.
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54  |EHIE s
Sl HURR RS B2
Control
5.5  |Contact with authorities The organization shall establish and maintain contact with relevant
authorities.
55 | SHRAENLAI IR R Pedbl: ZHGUN 5 AR RHR BT LA 7 R FFIR 2R
Control
- Contact with special interest The organization shall establish and maintain contact with special
groups interest groups or other specialist security forums and professional
associations.
b e il RGN SRR 2 B P B CH A Tk 22 R IR Bl B
5.6 |5 7 I e " =
LI ORIFIR R
Control
5.7 |Threat intelligence Information relating to information security threats shall be collected
and analysed to produce threat intelligence.
o Pl NSRS 05 B2 R EUA SHIE R, DA BB
57 | A mER N ;
e
- Information security in project Control
' management Information security shall be integrated into project management.
58 |WIHEHPHER 24 il BOKE B EINTH B,
Control
59 Inventory of information and ) ] ] ) )
. other associated assets An inventory of information and _othe_zr associated assets, including
owners, shall be developed and maintained.
5.9 5 SRR T Pl NI AES S BAIAE OCBE PIE o, BRI .
Control
510 Acceptable use of information Rules for the acceptable use and procedures for handling information
' and other associated assets and other associated assets shall be identified, documented and
implemented.
£ 10 5 ORI 5 HAH T P S | A OB S T SRR S R 252 1R S P A0 00 A0 Ak B A SR AN A

HEN

TR B L o
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511

Return of assets

Control

Personnel and other interested parties as appropriate shall return all
the organization’s assets in their possession upon change of
termination of their employment, contract or agreement.

511

Ik

il

FITAT 5% RN AdAR 5 AR L e
B HIAT T AL 5

A R W L

5.12

Classification of information

Control

Information shall be classified according to the information security
needs of the organization based on confidentiality, integrity,
availability and relevant interested party requirements.

5.12

(EESYibpa’t

il

i)

RARIEHRIGE R 2 AaTR, HETREMN. SR AT RN
KA J7 ESR, *HE BT 0 %

5.13

Labelling of information

Control

An appropriate set of procedures for information labelling shall be
developed and implemented in accordance with the information
classification scheme adopted by the organization.

5.13

(EEsYibEantt

i)

AR A A A 20
PRICHEFF -

o A5 JE 7 007 S E NS — B IE A R

5.14

Information transfer

Control

Information transfer rules, procedures, or agreements shall be in
place for all types of transfer facilities within the organization and
between the organization and other parties.

514

17 B A&

Sl
N R AU LA R L 235 HoAthy 7 22 8] 5 BT A 278 FR A% i A it )
= BEAREN . FE B

5.15

Access control

Control

Rules to control physical and logical access to information and other
associated assets shall be established and implemented based on
busi- ness and information security requirements.

5.15

PRy

il
2D 55 ANE B L A BRI R S X )
IREZBER b P iDE il

S A A AR R B

5.16

Identity management

Control

The full life cycle of identities shall be managed.

5.16

S e

el
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Control
517 | Authentication information Allocation and management of authenjucatlo_n mforr_nffltlon shall be
controlled by a management process, including advising personnel
on appropriate handling of authentication information.
il
517 |&EHIER SRS P AR, 0 S5 B FOR A BT ], AR
IS BE 2 A2 g N\ 5 S i
Control
518  |Access rights Accejs§ rights tc? mformatlc-)r? and other asso-czlated assets sh.all be
provisioned, reviewed, modified and removed in accordance with the
organization’s topic-specific policy on and rules for access control.
il
5.18 | Uil AR 7 2 FE ZH 2 0 e P SR AN T 4 RO, of 45 S AN LA A 5
GEP VT BRI AR E o 2, BSOS .
Control
519 Information security in supplier| Processes and procedures shall be defined and implemented to
relationships manage the information security risks associated with the use of]
supplier’s products or services.
. e il Mg CMSER S AR, DU ELE R T 10 77 i B
510 | QLRI RIS Bl Pl ‘ Eé;j FEARE Y, DU B 08 A A 7 o
JIR 55 HH 5% B S 22 A UK
Addressing information| Control
520 |security  within  supplier Relevant information security requirements shall be established and
agreements agreed with each supplier based on the type of supplier relationship.
£ 20 FE A IR WU 5 A5 R 2 P ROARE SRR S8 RIS, HEAMRHIE B TR, I
' G SRR IA B2
Managing information security| Control
521 in the information  and processes and procedures shall be defined and implemented to
communication technology| manage the information security risks associated with the ICT]|
(ICT) supply chain products and services supply chain.
N il Mg CHSERER AR AL 7, CUEELS ICT P AR 55 R
501 |4 |CT BLREE T (2 B e 4 ?I%J : ﬁ%Xi:’:ﬁ MM, DS 7= i A IR 55 L
BEAROCIE B2 4 AR
Monitoring, review and change Control
5.22  |management of  supplier

services

The organization shall regularly monitor, review, evaluate and
manage change in supplier information security practices and service
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delivery.

PR R 55 O AR« P e A AR

Pedl: AHZNE G, B A PRARIE B AL (R B e S

5.22 . U
T AR5 SEA 7 T ARA o
Control
523 Information security for use of| processes for acquisition, use, management and exit from cloud
cloud services services shall be established in accordance with the organization’s|
information security requirements.
. s Pl NARYEH NG B8R, @00 = IR E. i .
5.23 |1 H = RS 115 B e 4 Sl
EHLRR H R -
Control
Information  security incident The organization shall plan and prepare for managing information
5.24 |management planning  and security incidents by defining, establishing and communicating
preparation information security incident management processes, roles and
responsibilities.
- G R agE (Gincident) & 2 5. AHZINGE € . ALV EE B2 R EHRE. A
' THRIAIHE % AT, BRI S B et
o _ |Control
Assessment and decision on in- o ) ) ) )
5.25 f . . The organization shall assess information security events and decide
ormation security events ) ] ) _ T
if they are to be categorized as information security incidents.
15 B2 g event) KD AN F ] HARPHNE B2 2 it, e RN E R %
525 |, .
E e LR
Control
526 Response  to  information ) o )
. security incidents In.formatlon security incidents shall be responded to in accordance
with the documented procedures.
f5 B 245 Cincidents) M| . ‘ o g e
5.26 F_; Pl BRI RURE R NS B 22 gt
) ) | Control
Learning from information ) ) ) o
5.27 L Knowledge gained from information security incidents shall be used
security incidents } ] ) )
to strengthen and improve the information security controls.
£ 7 MG B 223 Cincidents) [ M E B 22 50T A SRIBURNR LA T hn s A ek 45 822 44
G il
Control
5.28 |Collection of evidence

The organization shall establish and implement procedures for the
identification, collection, acquisition and preservation of evidence
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related to information security events.

N N gl |: /\}_L‘ YA ﬁpl//\ﬁl & E) EX;FD A’é
528 MR %I?FJ ANEC AV o Wtk IREUNMRAAAE B 2
ESTE iy le
Control
Information security  during
5.29 disruption The organization shall plan how to maintain information security at
an appropriate level during disruption.
N o % I /\ IR/ Kt 1 [ %
520 | spNGL Bl ;IIJ?FJ 23 L AR A0 4] 5 v B 3 1R R A5 R 22 A DR R AR 38 2 1) 2%
Control
530 ICT readiness for business |CT readiness shall be planned, implemented, maintained and tested
continuity based on business continuity objectives and ICT continuity|
requirements.
£ 30 5 IR HR M 55 T S A FE TS IELR R H AR A ICT 15 BRI R ER, #)
' AL R Seqtn, AESAIINA ICT #EA 15 L.
Control
531 Legal, statutory, regulatory and _egal, statutory, regulatory and contractual requirements relevant to
contractual requirements information security and the organization’s approach to meet these
requirements shall be identified, documented and kept up to date.
- e g L BRSNS 515 B A SRR I
531 [HE. BML. MEMARZR .
A R EER DL S A 206 2 3R LR I T7 1%
Control
5.32 | Intellectual property rights The organization shall implement appropriate procedures to protect
intellectual property rights.
532  |HIHL P LN SIS 2 AR ORI R AL
Control
5.33  |Protection of records Records shall be protected from loss, destruction, falsification,
unauthorized access and unauthorized release.
. \ Pl KRB LRI LABT Ik R R IR, PhiE, RGBT
533 |idkAULY” El: e " e
MR ZFILR KA o
Privacy and protection off Control
5.34 |personal identifiable

information (PI1I)

The organization shall identify and meet the requirements regarding
the preservation of privacy and protection of PIl according to
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applicable laws and regulations and contractual requirements.

P AN RS (3 F A ERE A & R ER, B Il 2 A R

5.34  |F3AAA PI LR A \ y
BSALAN PR 23K
Control
o5 Independent review of The orgamza%thIT S app.roach to managing information secu.rlty and its
. information security |mplement_at|on including people, proc_esses and technologle_s sf_la.ll be
reviewed independently at planned intervals, or when significant
changes occur.
g o N el HEVEPME R i IE LS (A G REAY
535 {8 B AL AMALIT . e NI NN
AR SLAE TR FR I T 1] o B A A= B R AR A I AT AT o A
Compliance with policies, rules|Control
5.36 |and standards for information Compliance with the organization’s information security policy, topic]
security specific policies, rules and standards shall be regularly reviewed.
£ 36 YRS B2 BOR . AN 150 BE 8 22 BT S HA NG B2 0ing . £ sng. M
' s DU AR o
~ |Control
Documented operating ) ) ] o
5.37 procedures Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.
‘ . P A5 B AL T VO A B A AR 5 B A0 SR AE SR R A S B
537 | SCIHLIERIERR P " -
6 People controls A 547l
Control
Background verification checks on all candidates to become
personnel shall be carried out prior to joining the organization and on
6.1  |Screening an ongoing basis taking into consideration applicable laws,
regulations and ethics and be proportional to the business
requirements, the classification of the information to be accessed and
the perceived risks.
BLAZ B IR AR AT, T A AR e 2 I AL 2L
6.1 |HAE B, R ST S, 5SS ER . D7 RE B AR

08 XS A& E
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Control

6.2 Terms and conditions of
. employment The employment contractual agreements shall state the personnel’s
and the organization’s responsibilities for information security.
BLAE 53 AN [R) 77 (& R B3 rb A AR AT AT ZH 2400815 B 2 42 1
6.2 (I £ 2 T S E,,_ U EREIPIN e X R Y AVNENSSS
pigaae
Control
Personnel of the organization and relevant interested parties shall
6.3 Information security awareness, receive appropriate information security awareness, education and
education and training training and regular updates of the organization's information
security policy, topic-specific policies and procedures, as relevant for
their job function.
o . oo | R TAAERII AR TT, BiZH TAEIREE, #s2iE 4 E
63 |[EHZABUL HEME | AEE¥§{L‘ A *Haéﬁﬁjzﬁﬂ7i D%E ‘ VF? i iﬁi;& &)
REE MBI, S H LS AR 0 E 3R A5
Control
6.4 Disciplinary process A (#SCllena.ry process shall be formalized and .communlcated. to take
actions against personnel and other relevant interested parties who
have committed an information security policy violation.
X . HAIERK . H OGRS AL B R DONHE B2 i 5
64 |sEbALIR ) ﬁﬁ‘ L&E 1~ﬂ FE LIRS B2 A FL &7
AN FHAAH SR 2 77 R U it
o Control
Responsibilities after| ] ) . ) ) )
- Information security responsibilities and duties that remain valid
6.5  [termination or change of o )
employment after termination or change of employment shall be defined, enforced
and communicated to relevant personnel and other interested parties.
FLAA AT FH 25 1B A S 40 RO A5 B 2 DT ST, R4
65  [TAZILBAE K THT 2 R TEEFJTHPIT
Control
o6 Confidentiality of Conf@enjuallty or non-disclosure .agreemc.ants reflectlng the
. non-disclosure agreements .orgar?lnzatlons needs for the protec_tlon of mf.ormatlon shall be
identified, documented, regularly reviewed and signed by personnel
and other relevant interested parties.
o s RERI SCAEHRIE ST o R AL 40 125 S8 A 7 B i R s
66 | {mm R ik s ST E SIPF o S AL 05 B DR 75 A IR

TR PSRRI Y O3 A A AR G A 2 07 26 .
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Control

Security measures shall be implemented when personnel are working

6.7 Remote working
remotely to protect information accessed, processed or stored outside
the organization’s premises.
67  |lmmTi 4 TR AR, St 24, LRI EH L T2 4T
' i AL PR ERAE A S B
Control
6.8 Information security event re- The organization shall provide a mechanism for personnel to report
porting observed or suspected information security events through
appropriate channels in a timely manner.
. HL AL — I, 8 53 T RS I I 2 U R I R O B ) B
68  |(zAmATA (evend) H /VT“T—ZF{ %ﬂ”ﬂﬂﬂ A 53 T REIE T I 2 YRS N T L Y B
MREEIE B2 2 F At
7 Physical controls ## % il
Control
7.1 |Physical security perimeters  |Security perimeters shall be defined and used to protect areas that
contain information and other associated assets.
s P BE SCPIAE FH 22 41 FOR ORAP BIUR EOC B A5 BANE B AL 3
71 | AeTAR s . . f 1
Tt PR X 45
Control
1.2 Physical entry Secure areas shall be protected by appropriate entry controls and
access points.
Pl A X BE S N DR, DA R A 5RAL)
72 |MIEAN N e
N GA LI I
) ) Control
Securing offices, rooms and
7.3 facilities Physical security for offices, rooms and facilities shall be designed
and implemented.
7.3 | BAE. FEMERZE | BONDAE . EIRMIBOE BRI B e T
Control
7.4 Physical security monitoring  |Premises shall be continuously monitored for unauthorized physical
access.
74 |YER A REE PEbl: NAFERA I 5 R A R ARV BT I .
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7.5

Protecting against physical and
environmental threats

Control

Protection against physical and environmental threats, such as natural
disasters and other intentional or unintentional physical threats to
infrastructure shall be designed and implemented.

7.5

MRS JE 22 4 B

Pl MR MISEHE R T TG, B BRI B, 0 E AR K
R EL A o R it e A e A T R B B -

7.6

Working in secure areas

Control

Security measures for working in secure areas shall be designed and
implemented.

7.6

e A X I T AR

P EBOHH AN S A 22 4 DX A A 22 44 it

7.7

Clear desk and clear screen

Control

Clear desk rules for papers and removable storage media and clear,
screen rules for information processing facilities shall be defined and
appropriately enforced.

7.7

7 B 5L T A R

e EEP X AR AN AT R B AN I
X5 B AL B, SR i 5 R SR

R BRI SR s BB

7.8

Equipment siting and protection

Control

Equipment shall be sited securely and protected.

7.8

B B AR

P WA BB AR % AT I 2 B R Y

7.9

Security of assets off-premises

Control

Off-site assets shall be protected.

7.9

TP AN % 4

Pt AMRTE S ELAR R LRY

7.10

Storage media

Control

Storage media shall be managed through their life cycle off
acquisition, use, transportation and disposal in accordance with the

organization’s classification scheme and handling requirements.

7.10

FHA#E S5

P RARYEH LR R R B R, 7EREL. R, 124
AR 5 (1 B A IE B A 9 A X A A A B AT A L

7.11

Supporting utilities

Control

Information processing facilities shall be protected from power
failures and other disruptions caused by failures in supporting
utilities.
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7.11

SCHRFIE B

P ELORYP LA L G T o SRR RN 1 ST TR A R Y
AR A B

7.12

Cabling security

Control

Cables carrying power, data or supporting information services shall
be protected from interception, interference or damage.

7.12

=
&3
i
>

Pl B ORUEAR Sy A B RR A5 S AR 55 (1 LA S5 T AT 85
2o THEERIE

7.13

Equipment maintenance

Control

Equipment shall be maintained correctly to ensure availability,
integrity and confidentiality of information.

7.13

B YA

Bl W& E T UAEMhgES, DR ORILRREE T R . e
AR

7.14

Secure disposal or re -use of
equipment

Control

Items of equipment containing storage media shall be verified to en-
sure that any sensitive data and licensed software has been removed
or securely overwritten prior to disposal or re-use.

7.14

BRI 22 4 Ak B B A

Ftbl: AL AT TR IR 1O A 00 AT S, LA RTEAL
EERFRI 2 BT, T ATROR A SR b I 22 4 i
=

Technological controls Az |

8.1

User end point devices

Control

Information stored on, processed by or accessible via user end point
devices shall be protected.

8.1

FH P i B %

i
TR P A se o6 _EAEAH . ARBEETT R AAE .

8.2

Privileged access rights

Control

The allocation and use of privileged access rights shall be restricted
and managed.

8.2

RS 1R

‘B R ) RS BEARS SR U I BUEY 2p BE AN A

8.3

Information access restriction

Control

Access to information and other associated assets shall be restricted
in accordance with the established topic-specific policy on access
control.

8.3

5 R ] R A

FEVG I HI 77T, EOARYE O AR 32T B IR U i) {5 SR
HAARSC BT
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Control

8.4 |Access to source code Read and write access to source code, development tools and
software libraries shall be appropriately managed.
8.4  |UEARKL AT A BLE G B IEAAD . TR TR R B S V5
Control
85 Secure authentication _Secure authentication t(_achnolog_les and proce(?lur_es shall be
implemented based on information access restrictions and the
topic-specific policy on access control.
N B T S8 1) PR ) R 1) 428 ) £ 2R S 2 R B S 22 4 B Ay
85 | L&A PR
RAERAR TR -
Control
8.6  |Capacity management The use of resources shall be monitored and adjusted in line with
current and expected capacity requirements.
86 |AEEH ELARE 22 FIRT T PR R 72 SR M 2 R 8 B U ) A 15 V0
Control
8.7 Protection against malware Protection against malware shall be implemented and supported by
appropriate user awareness.
87 |BivuEAAE B IE 2 P SR SR A SR S A B4
Control
.| Information about technical vulnerabilities of information systems in
Management  of  technical
8.8 - use shall be obtained, the organization’s exposure to such|
vulnerabilities
vulnerabilities shall be evaluated and appropriate measures shall be
taken.
. - FARHA RITHGE R RGEARREMGEE, MHEHIIRE T IE
88. | BN e e T : " n
IS O, RIS Ha i .
Control
8.9 Configuration management Conflguratlons., including security conflguratléns, of hardware,
software, services and networks shall be established, documented,
implemented, monitored and reviewed.
go |CEEE Vel B OITLAIE, SR Bk RS LKA B

VAN 5B N 9 AN A L P
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Control

8.10  |Information deletion Information stored in information systems, devices or in any other,
storage media shall be deleted when no longer required.
P AHEERE R RR . WRARH A HEENER, A
8.10 {3 ELMHIER i B L
Control
Data masking shall be used in accordance with the organization’s
8.11  |Data masking topic-specific policy on access control and other related
topic-specific policies, and business requirements, taking applicable
legislation into consideration.
811 | Pt AR 412307 [ 2 ) AH B 50 1 5 RIS L bS5
' SROMIUE FH R, St Bcds i A8
Control
8.12 |Data leakage prevention Data leakage preventlon_measures shall be applied to sys_tems, _n_et—
works and any other devices that process, store or transmit sensitive
information.
" " FEdbl: Bl By MR S & AR PR A7 U U B R
8.12 | B - e PR
Gi. LG AE ] HoAth i 4
Control
813 |Information backup Backup copies of information, software and systems shall be
maintained and regularly tested in accordance with the agreed
topic-specific policy on backup.
813 |@H&0 Pl R HRBEE &0 SRS, WHE B AR R A BAREAT &
. [ER il Y N N
; th, IR,
) ~ |Control
Redundancy of information ) _ o ) )
8.14 . Information processing facilities shall be implemented with
processing facilities o R i
redundancy sufficient to meet availability requirements.
8.14 |5 BAbHRETUAR el 5 EACEEGEEN LI, DA R AT R .
Control
8.15 |Logging Logs that record activities, exceptions, faults and other relevant

events shall be produced, stored, protected and analysed.
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815 |H= Tl B A RPN ATICSR A ES . R BRA
' - H A A A &
Control
8.16 | Monitoring activities Networks, systen_ws and appllcatl_ons shfall be monitored for
anomalous behaviour and appropriate actions taken to evaluate
potential information security incidents.
816 |11l el NISHLMZE . RGN R B HAT Y, JHERBGE 21
. N B A [SYSNN S 2 N
O VE A T AE HAS B 22
Control
8.17 | Clock synchronization The clocks of information processing systems used by the
organization shall be synchronized to approved time sources.
I ] 20 N . . .
8.17 il LU S S AL TR 2R eI I el 75 ko ) B )R 7] 2
Control
Use of privileged utility] - o
8.18 orograms The use of utility programs that can be capable of overriding system
and application controls shall be restricted and tightly controlled.
. A PR AR ™R 472 8] i 06 782 i 2R G AN . PR 2 1 S FH A
8.18 ML SE IR o i - e o b
FrHIAE ] o
) Control
Installation of software on
8.19 . Procedures and measures shall be implemented to securely manage
operational systems
software installation on operational systems.
8.19 |iB1T RGMIEM 2% il NSRRI DL At A B R AR R R
Control
8.20  |Networks security Networks and network devices shall be secured, managed and
controlled to protect information in systems and applications.
N ;’_\'I: xxé Dxxé ] l\[j‘ﬁ'l ‘\'LFE’EE D;\I’ D ‘/\é D
820 |Wza T3 i) DI_J % I? B ISZ BN RGP EHEAER], DRI RGEF
IR RE R i AE B
Control
8.21 | Security of network services  |Security mechanisms, service levels and service requirements off
network services shall be identified, implemented and monitored.
s Pl IAE « SEHAN A% X 28 Rk 55 22 L] L RSSO R
821 |4 54 . -
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Control

8.22 | Segregation of networks Groups of information services, users and information systems shall
be segregated in the organization’s networks.
8.22 | MLk il 5 ERSS A FH  HAVE B R G SLAE S 28 g 5
Control
8.23  |Web filtering Access to external websites shall be managed to reduce exposure to
malicious content.
8.23 | UIiLJE Pl NE BTSN IN s H DT 1], DA T % S N 2 B T BE
Control
8.24 | Use of cryptography Rules for the effective use of cryptography, including cryptographici
key management, shall be defined and implemented.
8.24 LI Pt B SCR St A 24018 F S50 2= (R0, 3 25 R B A
Control
8.25 | Secure development life cycle |Rules for the secure development of software and systems shall be
established and applied.
8.25 | ZAHIIT A A e ) Pl N ST N B AN SR G Y 2 AT RN
Control
8.26 Application security| ) ) ) S o
. requirements Information security reguwements.s_hall be .|der.1t|f|ed, specified and
approved when developing or acquiring applications.
8.26 | N HIFEPI AR P RARYEH L FR 28 XA S B2 e i el st.
Control
8.97 Secure system architecture and Principles for engineering secure systems shall be established,
engineering principles documented, maintained and applied to any information system
development activities.
\ RIFEST il 4B TRE A RGN 4 3 S H AR5 S
827 | %k RAMHI T A B e - P e
RGITRIES)
) Control
8.28 |Secure coding
Secure coding principles shall be applied to software development.
828 |u4ItK IS0 22 4 G i J U S P T A
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Security testing in development

Control

8.29 i i i i i
and acceptance Security testln_g processes shall be defined and implemented in the
development life cycle.
8.29 |[JRARAMIW PRz A | BRI fi b E SO S 22 A AT AR
Control
8.30  |Outsourced development The organization shall direct, monitor and review the activities
related to outsourced system development.
830 |4MEIFK HLNET . MBS 5AMLRGOIT KA KIS .
) Control
8.31 Separation of development, test ) ) ]
. and production environments Development, testing and production environments shall be separated
and secured.
831 | JF& MM A IREE I 73 B8 TF R I AR P R B 1% Jy B8 9 32 B IR
Control
8.32  |Change management Changes to information processing facilities and information systems
shall be subject to change management procedures.
832 |AEHEH 15 B AL RO A JE 2R 8 1) AR B BRI A B A BRI o
Control
8.33  |Test information Test information shall be appropriately selected, protected and
managed.
8.33 |5 R PO G PR BEINAAE R .
Control
8.34 Protection ~ of  information Audit tests and other assurance activities involving assessment off
systems during audit testing | operational systems shall be planned and agreed between the tester
and appropriate management.
8.34 BT X 30 1) A5 B AR G R KN B R 2 ) A B I T IR R 5 T S BR A R G TR A B o
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